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SAR Process 

The Subject Access request process is an integral part of our GDPR compliance process. We are 
committed to responding to SAR requests promptly and accurately. Our SAR process is defined in these 
simple steps: 

 Receive and record the SAR 

 Verify ID 

 Process request 

 Verify response 

 Respond to subject 

 Record and analyse 

Template forms for each stage are included for reference in this document. 

As an employee of (company name) it is important that you understand this process and can recognise a 
Subject Access Request. Most importantly, before responding to any request, SAR, or complaint you 
must refer to your Data Protection Lead: 

Jenny Ridgwell 
Ridgwell Press Ltd 
75 New Road, Lewes. BN7 1YY 

Tel: 07769628686  

A Subject Access Request can be made by anyone whose data we may have collected, stored, or 
processed either as a user, account manager, client, employee, supplier, or an person that has contacted 
us in any way. We accept that the data subject (person) can request a SAR verbally, by email, by post, or 
by text message. We also accept that the individual can make a request without using the phrase Subject 
Access Request or SAR – we will treat any appropriate request as a SAR.  For example, ‘Send me 
everything you have on me.’ ... would count as a valid Subject Access Request. 

Our Subject Access Request process is summarised in the chart overleaf and more information is 
provided in the Appendix: 
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Suggested SAR Request Form: 

We will respond to all SARs and keep track of all steps taken to respond to the SAR including dates of all 
actions taken.  The response will vary based on the nature of the complaint. We accept that the 
individual can send a request in any format and that we cannot insist that they complete a form however 
the following templates is provided to help ensure we are able to respond to the SAR quickly and 
effectively.  

Dear [customer, employee name, supplier name,], 

You should complete this form if you want us to supply you with a copy of any personal data we hold 
about you. You are currently entitled to receive this information under the EU General Data Protection 
Regulation (GDPR), which came into effect on 25 May 2018. We will also provide you with information 
about any processing of your personal data that is being carried out, the retention periods which apply 
to your personal data and any rights to rectification, erasure, or restriction of processing that may exist. 

We will endeavour to respond promptly and in any event within one month of the latest of either of the 
following: 

 Our receipt of your written request 

 Our receipt of any further information we may ask you to provide to enable us to comply with 
your request 

The information you supply in this form will only be used for the purposes of identifying the personal 
data you are requesting and responding to your request. You are not obliged to complete this form to 
make a request but doing so will make it easier for us to process your request quickly.  

SECTION 1: Details of the person requesting information 

These are the details of the person making the request: 

Full Name  
Address  
Contact Telephone  
Email Address  
  

SECTION 2: If you are the data subject 

To ensure we are releasing data to the right person we require you to provide us with proof of your 
identity and of your address. Please supply us with a photocopy or scanned image (do not send the 
originals) of one from both of the following categories:  
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 Proof of Identity: Passport, photo driving licence, national identity card, birth certificate. 

 Proof of Address: Utility bill, bank statement, credit card statement (no more than 3 months 
old), current driving licence, current TV licence, local authority tax bill, HMRC tax document 
(no more than one year old). 

If we are not satisfied that you are who you claim to be, we reserve the right to refuse to grant your 
request.  

SECTION 3: If you are acting on behalf of the data subject 

In order to respond to this request you need to enclose the data subject’s written authority and proof of 
the data subject’s identity and your own identity. 

Acceptable forms of ID include: 

 Proof of Identity: Passport, photo driving licence, national identity card, birth certificate. 

 Proof of Address: Utility bill, bank statement, credit card statement (no more than 3 months 
old), current driving licence, current TV licence, local authority tax bill, HMRC tax document 
(no more than one year old). 

If we are not satisfied that you are who you claim to be, we reserve the right to refuse to grant your 
request. 

Data Subject's details: 

Full Name  
Address  
Contact Telephone  
Email Address  
  

SECTION 4: What information are you seeking? 

Please describe exactly the information you are seeking over what period including any relevant details 
that you think will help us to identify the information you require. In addition, please specify if you want 
information about any of the following:  

 Why we are processing your personal data 

 To whom your personal data is disclosed 

 The source of your personal data 

Please note that if the information you request reveals details (directly or indirectly) about another 
person, we will have to seek the consent of that person before we can let you see that information. 
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Information Requested 

  

In certain circumstances, where disclosure would adversely affect the rights and freedoms of others, we 
may not be able to disclose the information to you, in which case you will be informed promptly and 
given full reasons for that decision. 

If the information you seek is in the form of video images captured by our CCTV security cameras please 
let us know.  

While in most cases we will be happy to provide you with copies of the information you request, we 
nevertheless reserve the right, in accordance with Article 12 of the GDPR, to charge a fee or refuse the 
request if it is considered to be “manifestly unfounded or excessive”. However, we will make every effort 
to provide you with a satisfactory form of access or summary of information if suitable. 

SECTION 5: Agreement 

I confirm that I have read and understood the terms of this subject access form and certify that the 
information given is true. I understand that it is necessary to confirm my/the data subject’s identity and 
it may be necessary to obtain more detailed information in order to locate the correct personal data.  

Signed .................................................................................. Date ................................................. 
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SAR Response Letter / Form 

Dear NAME OF DATA SUBJECT 

Re: Subject Access Request (SAR) Reference YOUR SAR REFERENCE NUMBER 

Thank you for your letter of DATE making a Subject Access Request for SUBJECT. We are pleased to 
enclose the information you requested. 

PROVIDE REQUESTED INFORMATION HERE 

Yours faithfully, 

Ridgwell Press Ltd  
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SAR Request Log 

Complete the following table to track SAR requests and responses. If you store them in a separate 
file/system, please record that here. 

SAR 
Number 

Date 
Received 

Data Subject ID 
Confirmed 

SAR Response 
Verified 

Response 
Returned 

SAR Response 
Days Total 

      
      
      
      
  

End of document. 
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Note that the SAR Guidelines are currently under review by the ICO (Dec 2019). For more detailed advice 
please download our detailed SAR advice document. 

Appendix 1 

The following information is copied from the ICO website - you should refer to this before you respond to 
any SAR. https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-general-data-
protection-regulation-gdpr/individual-rights/right-of-access/ 

What is an individual entitled to?  

Individuals have the right to obtain the following from you:  

 Confirmation that you are processing their personal data 

 A copy of their personal data 

 Other supplementary information – this largely corresponds to the information that you 
should provide in a privacy notice. 

Personal data of the individual  

An individual is only entitled to their own personal data, and not to information relating to other people 
(unless the information is also about them or they are acting on behalf of someone). Therefore, it is 
important that you establish whether the information requested falls within the definition of personal 
data.  

Other information 

In addition to a copy of their personal data, you also have to provide individuals with the following 
information:  

 The purposes of your processing; the categories of personal data concerned 

 The recipients or categories of recipient you disclose the personal data to 

 Your retention period for storing the personal data or, where this is not possible, your criteria 
for determining how long you will store it 

 The existence of their right to request rectification, erasure or restriction or to object to such 
processing 

 The right to lodge a complaint with the ICO or another supervisory authority 

 Information about the source of the data, where it was not obtained directly from the 
individual 

 The existence of automated decision-making (including profiling) 

 The safeguards you provide if you transfer personal data to a third country or international 
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organisation 

You may be providing much of this information already in your privacy notice.  

How do we recognise a request?  

The GDPR does not specify how to make a valid request. Therefore, an individual can make a subject 
access request to you verbally or in writing. It can also be made to any part of your organisation 
(including by social media) and does not have to be to a specific person or contact point.  

A request does not have to include the phrase 'subject access request' or Article 15 of the GDPR, as long 
as it is clear that the individual is asking for their own personal data.  

This presents a challenge as any of your employees could receive a valid request. However, you have a 
legal responsibility to identify that an individual has made a request to you and handle it accordingly. 
Therefore you may need to consider which of your staff who regularly interact with individuals may need 
specific training to identify a request.  

Additionally, it is good practice to have a policy for recording details of the requests you receive, 
particularly those made by telephone or in person. You may wish to check with the requester that you 
have understood their request, as this can help avoid later disputes about how you have interpreted the 
request. We also recommend that you keep a log of verbal requests.  

Should we provide a specially designed form for individuals to make a subject 
access request?  

Standard forms can make it easier both for you to recognise a subject access request and for the 
individual to include all the details you might need to locate the information they want.  

Recital 59 of the GDPR recommends that organisations ‘provide means for requests to be made 
electronically, especially where personal data are processed by electronic means’. You should therefore 
consider designing a subject access form that individuals can complete and submit to you electronically.  

However, even if you have a form, you should note that a subject access request is valid if it is submitted 
by any means, so you will still need to comply with any requests you receive in a letter, a standard email 
or verbally.  

Therefore, although you may invite individuals to use a form, you must make it clear that it is not 
compulsory and do not try to use this as a way of extending the one month time limit for responding.  

How should we provide the data to individuals?  

If an individual makes a request electronically, you should provide the information in a commonly used 
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electronic format, unless the individual requests otherwise.  

The GDPR includes a best practice recommendation that, where possible, organisations should be able 
to provide remote access to a secure self-service system which would provide the individual with direct 
access to his or her information (Recital 63). This will not be appropriate for all organisations, but there 
are some sectors where this may work well.  

However, providing remote access should not adversely affect the rights and freedoms of others – 
including trade secrets or intellectual property.  

We have received a request but need to amend the data before sending out 
the response. Should we send out the “old” version?  

It is our view that a subject access request relates to the data held at the time the request was received. 
However, in many cases, routine use of the data may result in it being amended or even deleted while 
you are dealing with the request. So it would be reasonable for you to supply information you hold when 
you send out a response, even if this is different to that held when you received the request.  

However, it is not acceptable to amend or delete the data if you would not otherwise have done so. 
Under the Data Protection Act 2018 (DPA 2018), it is an offence to make any amendment with the 
intention of preventing its disclosure.  

Do we have to explain the contents of the information we send to the 
individual?  

The GDPR requires that the information you provide to an individual is in a concise, transparent, 
intelligible and easily accessible form, using clear and plain language. This will be particularly important 
where the information is addressed to a child.  

At its most basic, this means that the additional information you provide in response to a request (see 
the ‘Other information’ section above) should be capable of being understood by the average person (or 
child). However, you are not required to ensure that the information is provided in a form that can be 
understood by the particular individual making the request.  

Can we charge a fee?  

In most cases you cannot charge a fee to comply with a subject access request. However, you can charge 
a “reasonable fee” for the administrative costs of complying with the request if:  

 It is manifestly unfounded or excessive 

 An individual requests further copies of their data following a request  

You should base the reasonable fee on the administrative costs of complying with the request. If you 
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decide to charge a fee you should contact the individual promptly and inform them. You do not need to 
comply with the request until you have received the fee.  

Alternatively, you can refuse to comply with a manifestly unfounded or excessive request.  

How long do we have to comply?  

You must comply with a request without undue delay and at the latest within one month of receipt of 
the request or (if later) within one month of receipt of:  

 Any requested information to clarify the request 

 Any information requested to confirm the requester’s identity 

 A fee (only in certain circumstances)  

You should calculate the time limit from the day you receive the request (whether it is a working day or 
not) until the corresponding calendar date in the next month. If this is not possible because the 
following month is shorter (and there is no corresponding calendar date), the date for response is the 
last day of the following month.  

If the corresponding date falls on a weekend or a public holiday, you have until the next working day to 
respond.  

This means that the exact number of days you have to comply with a request varies, depending on the 
month in which the request was made.  

For practical purposes, if a consistent number of days is required (eg for operational or system 
purposes), it may be helpful to adopt a 28-day period to ensure compliance is always within a calendar 
month.  

Can we extend the time for a response?  

You can extend the time to respond by a further two months if the request is complex or you have 
received a number of requests from the individual. You must let the individual know within one month 
of receiving their request and explain why the extension is necessary.  

Can we ask an individual for ID?  

If you have doubts about the identity of the person making the request you can ask for more 
information. However, it is important that you only request information that is necessary to confirm who 
they are. The key to this is proportionality.  

You need to let the individual know as soon as possible that you need more information from them to 
confirm their identity before responding to their request. The period for responding to the request 
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begins when you receive the additional information.  

Can we clarify the request?  

If you process a large amount of information about an individual you can ask them for more information 
to clarify their request. You should only ask for information that you reasonably need to find the 
personal data covered by the request. 

You need to let the individual know as soon as possible that you need more information from them 
before responding to their request. The period for responding to the request begins when you receive 
the additional information. However, if an individual refuses to provide any additional information, you 
must still endeavour to comply with their request ie by making reasonable searches for the information 
covered by the request. 

What about requests made on behalf of others? 

The GDPR does not prevent an individual making a subject access request via a third party. Often, this 
will be a solicitor acting on behalf of a client, but it could simply be that an individual feels comfortable 
allowing someone else to act for them. In these cases, you need to be satisfied that the third party 
making the request is entitled to act on behalf of the individual, but it is the third party’s responsibility to 
provide evidence of this entitlement. This might be a written authority to make the request or it might 
be a more general power of attorney. 

If you think an individual may not understand what information would be disclosed to a third party who 
has made a subject access request on their behalf, you may send the response directly to the individual 
rather than to the third party. The individual may then choose to share the information with the third 
party after having had a chance to review it. 

There are cases where an individual does not have the mental capacity to manage their own affairs. 
Although there are no specific provisions in the GDPR, the Mental Capacity Act 2005 or in the Adults 
with Incapacity (Scotland) Act 2000 enabling a third party to exercise subject access rights on behalf of 
such an individual, it is reasonable to assume that an attorney with authority to manage the property 
and affairs of an individual will have the appropriate authority. The same applies to a person appointed 
to make decisions about such matters:  

 England and Wales, by the Court of Protection 

 Scotland, by the Sheriff Court 

 Northern Ireland, by the High Court (Office of Care and Protection) 

What about requests for information about children? 

Even if a child is too young to understand the implications of subject access rights, it is still the right of 
the child rather than of anyone else such as a parent or guardian. So it is the child who has a right of 
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access to the information held about them, even though in the case of young children these rights are 
likely to be exercised by those with parental responsibility for them. 

Before responding to a subject access request for information held about a child, you should consider 
whether the child is mature enough to understand their rights. If you are confident that the child can 
understand their rights, then you should usually respond directly to the child. You may, however, allow 
the parent to exercise the child’s rights on their behalf if the child authorises this, or if it is evident that 
this is in the best interests of the child. 

What matters is that the child is able to understand (in broad terms) what it means to make a subject 
access request and how to interpret the information they receive as a result of doing so. When 
considering borderline cases, you should take into account, among other things: 

 The child’s level of maturity and their ability to make decisions like this 

 The nature of the personal data; any court orders relating to parental access or responsibility 
that may apply 

 Any duty of confidence owed to the child or young person 

 Any consequences of allowing those with parental responsibility access to the child’s or young 
person’s information. This is particularly important if there have been allegations of abuse or 
ill treatment 

 Any detriment to the child or young person if individuals with parental responsibility cannot 
access this information 

 Any views the child or young person has on whether their parents should have access to 
information about them  

In Scotland, a person aged 12 years or over is presumed to be of sufficient age and maturity to be able to 
exercise their right of access, unless the contrary is shown. This presumption does not apply in England 
and Wales or in Northern Ireland, where competence is assessed depending upon the level of 
understanding of the child, but it does indicate an approach that will be reasonable in many cases. 

What about data held by credit reference agencies? 

In the DPA 2018 there are special provisions about the access to personal data held by credit reference 
agencies. Unless otherwise specified, a subject access request to a credit reference agency only applies 
to information relating to the individual’s financial standing. Credit reference agencies must also inform 
individuals of their rights under s.159 of the Consumer Credit Act.  

What should we do if the data includes information about other people? 

Responding to a subject access request may involve providing information that relates both to the 
individual making the request and to another individual. 

The DPA 2018 says that you do not have to comply with the request if it would mean disclosing 



Subject Access Request Procedure & Request 
Form & SAR Response Form 

15  

©2020 New Marketing Systems Ltd All Rights Reserved. 

 

information about another individual who can be identified from that information, except if: 

 The other individual has consented to the disclosure 

 It is reasonable to comply with the request without that individual’s consent 

In determining whether it is reasonable to disclose the information, you must take into account all of the 
relevant circumstances, including:  

 The type of information that you would disclose 

 Any duty of confidentiality you owe to the other individual 

 Any steps you have taken to seek consent from the other individual 

 Whether the other individual is capable of giving consent 

 Any express refusal of consent by the other individual  

So, although you may sometimes be able to disclose information relating to a third party, you need to 
decide whether it is appropriate to do so in each case. This decision will involve balancing the data 
subject’s right of access against the other individual’s rights. If the other person consents to you 
disclosing the information about them, then it would be unreasonable not to do so. However, if there is 
no such consent, you must decide whether to disclose the information anyway. 

For the avoidance of doubt, you cannot refuse to provide access to personal data about an individual 
simply because you obtained that data from a third party. The rules about third party data apply only to 
personal data which includes both information about the individual who is the subject of the request 
and information about someone else.  

If we use a processor, does this mean they would have to deal with any subject 
access requests we receive? 

Responsibility for complying with a subject access request lies with you as the controller. You need to 
ensure that you have contractual arrangements in place to guarantee that subject access requests are 
dealt with properly, irrespective of whether they are sent to you or to the processor. You are not able to 
extend the one month time limit on the basis that you have to rely on a processor to provide the 
information that you need to respond. As mentioned above, you can only extend the time limit by two 
months if the request is complex or you have received a number of requests from the individual. 

Can we refuse to comply with a request? 

If an exemption applies, you can refuse to comply with a subject access request (wholly or partly). Not all 
of the exemptions apply in the same way, and you should look at each exemption carefully to see how it 
applies to a particular request. You can also refuse to comply with a subject access request if it is 
manifestly unfounded or excessive. 
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In order to decide if a request is manifestly unfounded or excessive you must consider each request on a 
case-by-case basis. You should not have a blanket policy. 

You must be able to demonstrate to the individual why you consider the request is manifestly unfounded 
or excessive and, if asked, explain your reasons to the Information Commissioner. 

What does manifestly unfounded mean? 

A request may be manifestly unfounded if the individual clearly has no intention to exercise their right of 
access. For example, an individual makes a request, but then offers to withdraw it in return for some 
form of benefit from the organisation. 

A request may also be manifestly unfounded if the request is malicious in intent and is being used to 
harass an organisation with no real purposes other than to cause disruption. For example: 

 The individual has explicitly stated, in the request itself or in other communications, that they 
intend to cause disruption 

 The request makes unsubstantiated accusations against you or specific employees 

 The individual is targeting a particular employee against whom they have some personal 
grudge 

 The individual systematically sends different requests to you as part of a campaign, eg once a 
week, with the intention of causing disruption 

This is not a simple tick list exercise that automatically means a request is manifestly unfounded. You 
must consider a request in the context in which it is made, and you are responsible for demonstrating 
that it is manifestly unfounded. 

Also, you should not presume that a request is manifestly unfounded because the individual has 
previously submitted requests which have been manifestly unfounded or excessive or if it includes 
aggressive or abusive language. 

The inclusion of the word “manifestly” means there must be an obvious or clear quality to it being 
unfounded. You should consider the specific situation and whether the individual genuinely wants to 
exercise their rights. If this is the case, it is unlikely that the request will be manifestly unfounded. 

What does excessive mean? 

A request may be excessive if: 

 It repeats the substance of previous requests and a reasonable interval has not elapsed 

 It overlaps with other requests 

However, it depends on the particular circumstances. It will not necessarily be excessive just because the 
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individual:  

 Requested a large amount of information, even if you might find the request burdensome. 
Instead you should consider asking them for more information to help you locate what they 
want to receive 

 Wanted to receive a further copy of information they have requested previously. In this 
situation a controller can charge a reasonable fee for the administrative costs of providing this 
information again and it is unlikely that this would be an excessive request 

 Made an overlapping request relating to a completely separate set of information 

 Previously submitted requests which have been manifestly unfounded or excessive  

When deciding whether a reasonable interval has elapsed you should consider:  

 The nature of the data – this could include whether it is particularly sensitive 

 The purposes of the processing – these could include whether the processing is likely to cause 
detriment (harm) to the requester if disclosed 

 How often the data is altered – if information is unlikely to have changed between requests, 
you may decide you do not need to respond to the same request twice. However, if you have 
deleted information since the last request you should inform the individual of this 

What should we do if we refuse to comply with a request? 

You must inform the individual without undue delay and within one month of receipt of the request. 

You should inform the individual about: 

The reasons you are not taking action|Their right to make a complaint to the ICO or another supervisory 
authority|Their ability to seek to enforce this right through a judicial remedy  

You should also provide this information if you request a reasonable fee or need additional information 
to identify the individual. 

Can I require an individual to make a subject access request? 

In the DPA 2018 it is a criminal offence, in certain circumstances and in relation to certain information, to 
require an individual to make a subject access request. We will provide further guidance on this offence 
in due course. 

From the ICO website: https://ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-
general-data-protection-regulation-gdpr/individual-rights/right-of-access/ 

End of Appendix 


